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G Suite Security Tips



Passphrases
not passwords



Proprietary + ConfidentialProprietary + Confidential

Proprietary + Confidential

Password 
Length is Better 
Than Password
Complexity!!



“Verifiers SHOULD NOT require 
memorized secrets to be changed 

arbitrarily (e.g., periodically). However, 
verifiers SHALL force a change if 

there is evidence of compromise of 
the authenticator.”

 SP 800-63B Section 5.1.1.2 paragraph 9 
Don’t Require Password Changes



Use Unique Passwords!!

haveIbeenpwned.com

Base Password + Cipher (pig latin/Caesar/middle letters of site)



You can’t 
uncompromise 
biometrics.
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82%

$1,000

$16Reduction in support 
costs

Cost for Thetis FIDO 
U2F Key on Amazon

Number of exploits 
reported by Google 
Employees since they 
switched to keys

The hourly rate for a 3 
person incident response 
team from PCCC

Use MFA



“Two-factor authentication (2FA) that 
uses SMS or phone calls is only 

slightly better than no 2FA at all.”
Dan Goodin
Ars Technica

Use Google Authenticator



Password 
Alert 
Also alerts you about 
pages that are 
impersonating a 
Google sign-on page!



Proprietary + Confidential

Hackers Love OOM



Proprietary + Confidential

Here’s why...



Watch out for 
Impersonators!



Live Demo: 
This Does Not Exist!



Social Media is a Goldmine

Be sensitive about what you 
post.  Birthdays, parents, 
addresses, pets, graduations, 
etc. it all adds up!  And it’s all 
archived somewhere...



Quis Custodiet Ipsos Custodes?
USENIX / Systems Administrator’s Code of Ethics 
https://www.usenix.org/system-administrators-code-ethics



If you aren't paying for 
it, you ARE the product.

Too good to be true? It 
probably is…

Dad-isms



“This notice is not a bill…”

“Invoice” Scams



“This is an advertisement…”

“Invoice” Scams



“The Chromebook is a real challenge; 
full encryption and cheap. 

The two worst fears for security and 
digital forensics.”

Amber Schroader
Paraben Corporation

Trick of the Day: The power button for the Pixelbook is a built-in U2F security key.



The Apache Software 
Foundation



The Apache Software Foundation is a 501(c)(3) Charity 

often referred to as just Apache or the ASF.

501(c)(3) Charity not a 501(c)(6) Trade Organization

We’re known for the HTTP server and the Apache 

Software License. 

Who is the ASF?



To provide software for the public good.
 

We do this by providing services and support 
for many diverse software project 

communities of individuals AT NO CHARGE.

What is the ASF’s Mission?



The ASLv2 is known for its permissive, 

business-friendly stance with patent grants and 

without copyleft provisions.

The Apache Software License



80% of the world's websites use our software

Every Smartphone in the world uses our software

Every plane in US airspace is tracked w/our software

Powered by Apache



There are currently 388 open source initiatives at the 

ASF:

201 committees managing 334 projects

5 special committees

49 incubating podlings

Projects.Apache.org & The Incubator



Quiz Break



*$s

Quiz - Part A



8-)}---o

Quiz - Part B
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Quiz - Part C



Inclusion



Merit does NOT depend on Age, Sex, Religion, Ethnicity, Race, 

Country of Origin, Sexual Preference, Social Status, Income 

Level, Lineage, and/or Physical / Cultural Traits*.

* Bonus points if you read Terry Pratchett or can code in Iambic Pentameter. 

We also take into account if you are a cat person or a dog person.

Inclusion



Community Over Code

Fix Diversity with Inclusion

Filling the Pipeline is just a Start!

Inclusion is Important



DO NOT FEED 
THE ENERGY CREATURE
Source: Tim Freeman, 28 May 1996
http://www.cryonet.org/cgi-bin/dsp.cgi?msg=6284

Applied Behavior Analysis



Venn Diagrams

Look for Common Ground



Use a tool like Google Translate
Translate it into one language and then translate that into the next language
Progress through 4-5 languages.
Don’t translate back to your original language between other languages
Translate back to the original language.
If some of the text doesn’t make sense, it might cause confusion in some 
languages.

Thanks to Sarah Kiniry of cPanel for the original idea!

Talking Across Languages







Sam vs Samantha
Pros & Cons

Shannon Faulkner
Use an Alias

Gender Neutral (Nick)Names



https://www.hofstede-insights.com/

Talk to Cultural Friendlies

Avoid Cultural Pitfalls

https://www.hofstede-insights.com/


Communications is Key

Watch for regional confusions!

Example 1: Tabling items

Example 2: Whip Vote

Example 3: Endowment: what is it?

Example 4: Ich bin ein Berliner (Pfannkuchen?)



Feb 1891 Ambassador Dodd refused to Paint the VT President's Cow The 

Garden of Beasts by Erik Larson

Oddest Resume Entry: Professional Livestock Artist



What is a Time Series 
Database?



Machine Data



“Big data is data sets that are so voluminous and complex 

that traditional data-processing application software are 

inadequate to deal with them. “ Wikipedia

Apache has 48 projects under Big Data!

Big Data



Quiz: What’s in a name?

Quiz: Why did they really call it Big Data?

Apache Hadoop



Challenges with Machine Data



The Solution

Apache IoTDB
(Incubating)



Apache IoTDB Features

Persist data 
efficiently

• Millions points 
ingestion per sec per 
node

• Tens of millions of 
time series

Query data 
with low latency

• Efficiently filter data:
millions of points per 
sec

• Aggregation:
tens of ms latency on 
billions of points

Exclusive operations 
of time series

• Segmentation
• Representation
• Subsequence 

matching
• Time-frequency 

transform
• Visualization

Integration with 
existing ecosystem

• Kafka
• MatLab
• Spark
• MapReduce
• Grafana

• Connecting Edge to 
the Cloud

• Powerful query 
engine 

• User Friendly  
analytics

Collectio
n

Storage

ProcessLearning

Applicati
on

Cover the 
life cycle of data



How Does it Do This?

TsFile
Time series data files: high-tech write, high compression ratio, 
support for simple query
Simply put, TsFile is a zip file for time series data.

Suitable for embedded devices!

IoTDB
Efficiently operate on time series data from  multiple 
TsFiles，including：CRUD and advanced queries like：max, 
min, avg and temporal alignment



Example: Shanghai Metro Monitoring

…

144 trains

9 KairosDB + Cassandra

3200 points/500 ms/train

14 Restful service just for avoiding 
modifying current programs 

KDB compatible
Restful Service

KDB compatible
Restful Service

KDB compatible
Restful Service

ONE IoTDB
instance

300 trains

3200 points/200 ms/train

 

414 Billion 
data points 

per day
just using

ONE IoTDB 
instance

upgrade  



Join Apache IotDB
• Mail list:

• subscribe: 

dev-subscribe@iotdb.incubator.apache.org

• discussion: dev@iotdb.apache.org 

• bug report: 

https://issues.apache.org/jira/projects/IOTDB/is

sues/IOTDB

• Website: https://iotdb.apache.org

• Ecosystem target:

IoTDB v0.8.0 is released! (the first Apache release version)

mailto:dev-subscribe@iotdb.incubator.apache.org
mailto:dev@iotdb.incubator.apache.org
https://issues.apache.org/jira/projects/IOTDB/issues/IOTDB
https://issues.apache.org/jira/projects/IOTDB/issues/IOTDB
https://iotdb.apache.org
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More Time?

https://docs.google.com/presentation/d/183Lwl0jbBxq4l
pBMg33rPHMDyopYIK5y5VckM8rE55U/edit#slide=id.g62
9dd5ae0b_2_1040
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