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Security Expertise

Reported FirstPay (& Form 843)
Apache SpamAssassin
KAM.cf
Helped with the first IDS
MIMEDefang
Apology letter from the FBI
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Tone Setters
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Everyone & Anything *IS* a Target

Law firms receive Severance Phish, Payroll Firms receive ACH Phish.
Even X-rays are targeted: 

https://digitalguardian.com/blog/whats-value-stolen-chest-x-ray-more-youd-think

https://digitalguardian.com/blog/whats-value-stolen-chest-x-ray-more-youd-think
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Opportunistic vs. Persistent Adversaries

• Hive/Herd versus Targeted

• Scale of Economies

• Doesn’t stay $20

• Money Handlers are the #1 Target
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• Personal Interactions

• Unexpected Value

• Steganography

• Unintended Leakage

• Social Media

• Job Inquiries

• Invoice Scams

• SMShing

• OSINT

Phishing isn’t just 
about Email
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Spear Phishing 
on Business 
Social Media 
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Some are Quite Silly….

Do I know your 
father, Qwerty 
Asdfg?
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The Risk of Job Inquiries

https://nakedsecurity.sophos.com/2019/01/21/attackers-used-a-linkedin-job-ad-and-skype-call-to-breach-banks-defences/ 

https://nakedsecurity.sophos.com/2019/01/21/attackers-used-a-linkedin-job-ad-and-skype-call-to-breach-banks-defences/


Annual Controller Forum Webinar Series 

“This notice is not a bill…”

Not all scams are illegal!

“Invoice” Scams
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“This is an advertisement…”

Warn your A/P.  We see 
more than a few of these 

get paid!

“Invoice” Scams
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This one probably 
is illegal...

Maintenance Scams
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Every Industry is a Target…  Phish2?
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Psychology of Scams

Nigerian Prince Scam

Try to separate logic from emotion

Almost always impose a deadline with severe penalties
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Watch Out for Psych-O’s

Psych
Season 1, Episode 11 

He Loves Me, He Loves Me Not, He Loves Me, Oops He's Dead 
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Barcodes on ID are NOT Encrypted
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Hidden Secrets
https://nakedsecurity.sophos.com/2019/01/11/old-twitter-posts-re
veal-hidden-secrets-say-researchers/

Twitter data before 2015 included metadata! “Before this date, if a user 
geotagged themselves in a broad area such as a city, the social network embedded their exact 
GPS coordinates in the tweet’s metadata...”

Posts containing phrases like “at work”, “at home”, or complaints about a doctor leaked Personally 
Identifiable Information (PII)

Able to positively identify dozens of anonymous Twitter users!
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Quill / FedEx Phish

This hack could happen with MANY vendors not just Quill & FedEx but 
this happened to our customer, WF Wells, in January of 2020

Hack your account, send you normal items, receive a call tag for the 
items, call tag reroutes the items to the bad guys, NOT the vendor.  
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Social Media is a Goldmine
Be sensitive about what 
you post.  Birthdays, 
parents, addresses, pets, 
graduations, etc. it all adds 
up!  And it’s all archived 
somewhere...
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Tips to Minimize Exposure
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Beware of Hardware Hacks

https://www.fastcompany.com/90413945/theres-a-scary-new-reason-n
ot-to-borrow-a-strangers-iphone-cable 
Fast Company | Bad news: A hacker has created a rogue Lightning 
cable that lets bad guys take over your computer. Worse news: Now 
it’s being mass-produced.

Don’t use Unknown Mice/Keyboards
Don’t Use Charging Kiosks

Don’t Use Public WiFi

https://www.fastcompany.com/90413945/theres-a-scary-new-reason-not-to-borrow-a-strangers-iphone-cable
https://www.fastcompany.com/90413945/theres-a-scary-new-reason-not-to-borrow-a-strangers-iphone-cable
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Handling Passwords
Get rid of password complexity and instead use length
National Institute of Standards and Technology (NIST) Digital Identity Guidelines, SP 800-63B Section 5.1.1.2 paragraph 9, 
“recommends against the use of composition rules (e.g., requiring lower-case, upper-case, digits, and/or special characters) for 
memorized secrets. These rules provide less benefit than might be expected…”

Support LONG passwords
Passphrases not passwords - xkcd Password Generator
Don’t require periodic password changes
“Verifiers SHOULD NOT require memorized secrets to be changed arbitrarily (e.g., periodically). However, verifiers SHALL force a 
change if there is evidence of compromise of the authenticator.”, SP 800-63B Section 5.1.1.2 paragraph 9

Hashing AND Salting - haveibeenpwned.com

https://pages.nist.gov/800-63-3/sp800-63b.html#memsecretver
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Handling Logins

Use Multi-Factor Authentication (MFA)

Password Reset capabilities are a key attack.  Reset emails, should be 
single use and short lifespan.  DELETE them when done.

Notify users such as by email when a password is updated/reset.
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Use the Principles of Least Privilege

Use Principles of Least Privilege (POLP)
These are mistakes you want to make sure are NOT made:

Turning off Security Features (Anti-virus/SELINUX/etc.)
Grant ALL on Databases
Using elevated privileges for general work as laziness
Using “Shadow IT” to go around controls

When elevated privileges are needed, use as short a window as 
possible!
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● Limit damage / Reduce recovery time / Lower costs

● Speed matters (Don’t Panic)

● Key phone numbers / account numbers / credentials / 
list of privileged accounts

● Asset Inventory

● Paper and Electronic Copies of the Plan

Don’t Panic and Have an 
Incident Response Plan
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Implement a Moral Compass with Your IT Staff

USENIX / Systems Administrators’ Code of Ethics 
https://www.usenix.org/system-administrators-code-ethics

Q/EH® Qualified/ Ethical Hacker
CEH Certified Ethical Hacker

https://www.usenix.org/system-administrators-code-ethics
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Dev to QA to Prod
Have a process for testing new systems from dev to QA to 
production

Automate what you can!
“If I gave you a fix, how long to implement?”
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Q: Why Do Hackers Love OOM?
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A: People Overshare
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There is a Quick Fix
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Think Evil

Start with Why:
Threat Modelling is important. 

MITRE ATT&CK to understand your adversaries and their TTP 
(Tactics, Techniques & Procedures)
Palo Alto Networks Unit 42 Playbooks

Payment Card Industry Data Security Specification (PCI-DSS) - SAQ
Read more Spy Novels
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InfraShield cyberphysical security - https://www.InfraShield.com/ 
Policy, Implementation, Training, Assessments, Attestation, Remediation, and Recovery

Recorded Future 
https://www.recordedfuture.com/open-source-intelligence-definition/ - 
Security policies based on Who and What is Attacking you.

Stop the #1 Vector: Email

INKY Phishing Prevention - https://inky.com/ 
Raptor Email Security - https://www.pccc.com/  

Solutions to Consider

https://www.infrashield.com/
https://www.recordedfuture.com/open-source-intelligence-definition/
https://inky.com/
https://www.pccc.com/
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Slides will be on my LinkedIn & mcgrail.com/downloads
Thanks to CASC, the Soter Group and Recorded Future for their input & ideas.  Thanks to WF Wells, Victor M. Glassberg & 
ASMFC for their permission to use their real-world phishing examples.

Image Credits:

Barkod Image courtesy of John Lifsey, used with permission
KAM photo taken by Ted King, used with permission

Company logos used to represent the firms and do not imply any approval

Operation Gold Bundesarchiv, Bild 183-37695-0003 / Junge, Peter Heinz / CC-BY-SA 3.0

Chest Xray from the CDC Public Domain

Psych Logo from Wikipedia

Keep Calm Poster & Exit Sign from Public Domain

Angela Merkel Photo from Bundesregierung/Kugler

Thanks!

Kevin A. McGrail
www.linkedin.com/in/kmcgrail


